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ABSTRACT

Many web databases are hidden behind restrictive form-like inter-
faces which may or may not provide domain information for an
attribute. When attribute domains are not available, domain discov-
ery becomes a critical challenge facing the application of a broad
range of existing techniques on third-party analytical and mash-up
applications over hidden databases. In this paper, we consider the
problem of domain discovery over a hidden database through its
web interface. We prove that for any database schema, an achiev-
ability guarantee on domain discovery can be made based solely
upon the interface design. We also develop novel techniques which
provide effective guarantees on the comprehensiveness of domain
discovery. We present theoretical analysis and extensive experi-
ments to illustrate the effectiveness of our approach.

Categories and Subject Descriptors

H.2.7 [Database Administration]; H.3.5 [Online Information Ser-
vices]: Web-based services

General Terms

Algorithms, Measurement, Performance

Keywords
Hidden Web Database, Domain Discovery

1. INTRODUCTION

The Attribute Domain Discovery Problem: In this paper, we de-
velop novel techniques to discover the attribute domains, i.e., the
set of possible values for each attribute, from hidden web databases,
by external users. Hidden databases, as a large portion of the deep
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web, are hidden behind restrictive form-like interfaces which al-
low a user to form a search query by specifying the desired val-
ues for one or a few attributes; and the system responds by return-
ing a small number of tuples satisfying the user-specified search
condition. A typical example of a hidden database is the award
search database of the US National Science Foundation (NSF)',
which allows users to search for NSF-award projects featuring user-
specified values on up to 20 attributes.

Each attribute specifiable by users through the form-like inter-
face is represented by an input control on the interface. For cer-
tain types of controls, e.g., drop-down menus and radio buttons,
the attribute domain can be readily retrieved by external users from
source code of the interface (e.g., an HTML file). In the NSF exam-
ple, attributes such as NSF organization and Award Instrument
belong to this category. For other controls, especially text-boxes
(without features such as autocompletion), no domain information
is provided. Attributes such as Program Manager belong to this
category.

The focus of this paper is to develop domain discovery tech-
niques, restricted to accessing the database only via the proprietary
form interface, that external users can employ to unveil possible at-
tribute values that appear in tuples of the hidden databases. An im-
portant design goal is to develop techniques that unveil all (or most)
attribute values by issuing only a small number of queries, and to
provide analytical guarantees on the coverage and query cost of our
methods.

We emphasize that in this paper, we do not consider approaches
to the domain discovery problem that rely on external knowledge
sources or domain experts to provide the required domain values.
We argue that while the use of external knowledge sources may
have applicability in very general scenarios (e.g., the use of a USPS
data source to list all values of an attribute such as zipcode), these
approaches will not work in more focused applications such as the
Program Manager attribute on the NSF award search database.
Our emphasis is to develop automated domain discovery algorithms
that can power a a variety of third-party applications only using the
public interfaces of these databases, and without requiring any fur-
ther collaborations or agreements with the database owners.

Applications: Domain discovery from hidden databases belongs to
the area of information extraction and deep web analytics (see tu-
torials in [6, 11] and survey in [18]). To the best of our knowledge,
the only prior work that tackles our specific problem of discovering
attribute domains of hidden databases is [20]. This problem has a
broad range of applications. First and foremost, it serves as a crit-
ical prerequisite for data analytics over hidden databases, because
all existing aggregate estimation [8] and sampling [7, 9, 10] tech-
niques for hidden databases require prior knowledge of the attribute
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domains. In addition, the attribute domains being discovered can be
of direct interest to third-party web mashup applications. For exam-
ple, such an application may use the discovered attribute domains
to add autocompletion feature to text-boxes in the original form-
like interface, so as to improve the usability of the interface. The
discovered domains may also be used to identify mapping between
attributes in different hidden databases to facilitate the creation of
mashup.

Challenges: The main challenges to effective attribute domain dis-
covery are the restrictions on input and output interfaces of hidden
databases. Normally, input interfaces are restricted to issuing only
search queries with conjunctive selection conditions - which means
that queries like SELECT UNIQUE(Program Manager) FROM
D cannot be directly issued, eliminating the chance of directly dis-
covering the domain of Program Manager through the interface.

The output interface is usually limited by a top-k constraint -
i.e., if more than £ tuples match the user-specified condition, then
only k of them are preferentially selected by a scoring function and
returned to the user. This restriction eliminates the possibility of
trivially solving the problem by issuing the single query SELECT
* FROM D and then discovering all attribute domains from the
returned results.

The existing technique for attribute domain discovery is based on
crawling the database [20]. A simple instantiation of crawling is to
start with SELECT * FROM D, then use domain values returned
in the query answer to construct future queries, and repeat this pro-
cess until all queries that can be constructed have been issued. One
can see that no algorithm can beat the comprehensiveness of at-
tribute domain discovery achieved by crawling. But crawling re-
quires an extremely large number of queries to complete, and since
most hidden databases enforce a limit on the number of queries one
can issue over a period of time (e.g., 1, 000 per IP address per day),
or even charge per query, often the crawling process has to be ter-
minated prematurely. Due to this reason, such techniques cannot
provide any guarantees on the comprehensiveness of discovered at-
tribute domains.

A seemingly promising way to address the query cost problem
of crawling is to instead perform sampling - i.e., one first draws
representative samples from the hidden database, and then discover
attribute domains from the sample tuples to achieve statistical guar-
antees on the comprehensiveness of domain discovery. Sampling
of hidden databases is an intensively studied problem in recent
years [7,9, 10]. Nonetheless, a key obstacle here is a “chicken-
and-egg” problem - i.e., all existing sampling algorithms for hid-
den databases require the attribute domains to be known in the first
place, preventing them from being applied to hidden databases with
unknown attribute domains!

Outline of Technical Results: In this paper we initiate a study of
query-efficient attribute domain discovery over hidden databases.
We consider two types of output interfaces commonly offered by
hidden databases: COUNT and ALERT. For a user-specified query,
a COUNT interface returns not only the top-£ tuples, but also the
number of tuples matching the query in the database (which can be
greater than k). ALERT interface, on the other hand, only alerts
the user with an overflow flag when more than k tuples match the
query, indicating that not all tuples which match the query can be
returned. The NSF award database features an ALERT interface.
For COUNT interface, we start by studying the feasibility of de-
veloping deterministic algorithms for attribute domain discovery.
Our main results are two achievability conditions - lower bounds
on k and query cost, respectively - which a deterministic algorithm
must satisfy to guarantee the discovery of all attribute domains. Un-
fortunately, neither condition is achievable in practice for a generic

hidden database. Nonetheless, a promising lead we find from the
study is that efficient and complete attribute domain discovery is
indeed possible for a special type of (perhaps unrealistic) databases
in which each attributes has only two domain values. For this spe-
cial case, we develop B-COUNT-DISCOVER, a deterministic al-
gorithm based on the key idea of constructing a series of nested
search spaces for unknown domain values, and prove that the al-
gorithm guarantees the discovery of all attribute domains with only
O(m?) queries, where m is the number of attributes, as long as
k>2.

Our main observation from B-COUNT-DISCOVER is an under-
standing of why it cannot be extended to generic hidden databases
containing attributes with arbitrary-sized domains - we find the
main reason to be the large number of queries required by a de-
terministic algorithm to decide how to construct the nested search
space. To address this, we consider the design of randomized algo-
rithms which allows query-efficient randomization of the nested-
space construction process. To this end, we develop RANDOM-
COUNT-DISCOVER, a Monte Carlo algorithm which only requires
a small amount of queries to discover a large number of domain
values.

For ALERT interface, we similarly prove the infeasibility of de-
veloping a query-efficient deterministic algorithm which guaran-
tees complete attribute domain discovery. Our main result here is
then an extension of RANDOM-COUNT-DISCOVER to RANDOM-
ALERT-DISCOVER, a Monte Carlo algorithm which achieves sim-
ilar performance to RANDOM-COUNT-DISCOVER by estimat-
ing COUNTS of queries based on historic query answers, and using
estimated COUNTS to bootstrap RANDOM-COUNT-DISCOVER
to discover domain values.

In summary, the main contributions of this paper are as follows:

e We initiate the study of attribute domain discovery over a
hidden database through its restrictive web interface.

e We derive the achievability conditions for complete attribute
domain discovery on k and the query cost. These conditions
indicate the infeasibility of designing a query-efficient de-
terministic algorithm which guarantees the discovery of all
attribute domains.

o We propose two randomized algorithms, RANDOM-COUNT-
DISCOVER and RANDOM-ALERT-DISCOVER, for COUNT
and ALERT interfaces, respectively. Both algorithms require
only a small amount of queries to develop a large number of
domain values.

e We provide a thorough theoretical analysis and experimental
studies that demonstrate the effectiveness of our proposed
algorithms over the real-world NSF award search database
and a local patient discharge dataset.

Paper Organization: In Section 2 we introduce preliminaries and
discuss simple but ineffective crawling algorithms for attribute do-
main discovery over hidden databases. Sections 3 and 4 are devoted
to the development of deterministic and randomized algorithms for
COUNT interfaces, respectively. In Section 5 we extend the results
to ALERT interfaces. Section 6 contains a detailed experimental
evaluation of our proposed approaches. Section 7 discusses related
work, followed by conclusion in Section 8.

2. PRELIMINARIES



2.1 Model of Hidden Databases

Consider a hidden database table D with n tuples. Let there be
m attributes A1, ..., Ay, which can be specified through the input
interface, and V; be the domain of A;. We assume each tuple to be
unique, and each value in V; (¢ € [1,m]) to occur in at least one
tuple in the database, because otherwise V; can never be completely
discovered from the database. Consider a prototypical interface
which allows user to query D by specifying values for a subset of
attributes - i.e., to issue queries g of the form:

SELECT * FROM D WHERE A;, = v;, & - - &A;, = v;..,

where v;; € V;;. Let Sel(q) be the set of tuples in D which satisfy
q. Since the interface is restricted to return up to k tuples, a overly
broad query (i.e., |Sel(q)| > k) will overflow and return only the
top-k tuples in Sel(q) selected according to a scoring function. In
addition, a COUNT interface will return |Sel(q)|, the number of tu-
ples satisfying g, while an ALERT interface will return an overflow
flag indicating that not all tuples which satisfy ¢ can be returned.

When a query does not overflow, COUNT and ALERT inter-
faces return the exact same information to the user. In particu-
lar, if the query is too specific to return any tuple, we say that an
underflow occurs. If there is neither overflow nor underflow (i.e.,
|Sel(q)| € [1,k]), then Sel(q) will be returned in its entirety and
we have a valid query result. For each tuple returned by an over-
flowing or valid query, the values of all its attributes are displayed,
enabling the discovery of domain values of an attribute with un-
known domain.

Running Example: We consider a running example of the
above-mentioned NSF award search database with & = 50.
There are 9 attributes, award amount, instrument, PI state,
field, program manager, NSF organization, PI organization,
City, and ZIP code, with domain sizes 5, 8, 58, 49, 654, 58,
3110, 1093, 1995, respectively (these are the estimates we
generated by running our domain discovery algorithms to be
presented in the paper for an extended period of time. We do
not have the ground truth for all attributes. But they can be
safely considered as lower bounds on domain sizes).

2.2 Problem Definition

We consider the problem of attribute domain discovery - i.e., the
discovery of Vi, ..., V,, through the restrictive interface. Since
many hidden databases impose limits on the number of queries one
can issue through their interfaces over a period of time, the per-
formance of a domain discovery algorithm should be measured by
not only the comprehensiveness of discovered domain values, but
also the query cost, i.e., the number of queries issued through the
interface of hidden database for domain discovery.

While the metric for query cost is straightforward, to measure
the comprehensiveness of discovered domain values we consider
the following two metrics.

e Coverage, i.e., the total number of domain values discovered
for one or a set of attributes.

e Recall, i.e., the number of tuples in the database for which
all attribute values (of A1, ..., A,,) have been discovered.

Note that while the two metrics are positively correlated (e.g., a
recall of n indicates a coverage of |V;| for each A;), they may be
preferred in different applications. For example, if the objective of
domain discovery is to unveil the metadata, e.g., to discover the list
of program managers from the NSF award database, then coverage
is a more important metric. If the objective is to enable data an-
alytics over the hidden database, then recall is more important as

it guarantees how many tuples will be covered by the subsequent
aggregate estimation and sampling algorithms.

Given the measures for comprehensiveness and query cost, we
define the problem of attribute domain discovery as follows:

Problem Statement: How to maximize the coverage and recall of
attribute domain discovery while minimizing the query cost through
COUNT and ALERT interfaces, respectively.

2.3 Crawling-Based Algorithms

In this subsection, we consider depth-first search (DFS) and breadth-

first search (BFS), two simple crawling-based algorithm for at-
tribute domain discovery, and point out their problems in terms of
the tradeoff between coverage/recall and query cost. Both algo-
rithms start with SELECT * FROM D to learn the first few domain
values, but then take different methods to construct the subsequent
queries.

DFS: With DFS, one constructs the next query by finding an at-
tribute that is not specified in the previous one, and then adding
to the previous query a conjunctive condition defined by the at-
tribute and one of its already discovered domain values. Such a
process continues, with DFS learning all domain values from tu-
ples returned by each issued query, until either the query returns
underflows/valid or no discovered domain value is available for
constructing the next query, at which time the algorithm backtracks
by removing the last-added condition and adding a new one based
on another discovered domain value. We refer to the algorithm as
DFS because it keeps increasing the number of predicates included
in the query if possible.

A main problem of DFS, however, is poor coverage and recall
when a large number of attributes are strongly correlated with the
first few attributes appended to SELECT * FROM D. For example,
consider the case where A1 = v is first appended to the SELECT
* query, and A; — A, forms a functional dependency. Since
DFS with a small query budget is likely to explore only queries
with predicate A1 = v1, the domain values of A, which are cor-
responding to the other values of A; will not be discovered.

BFS: With BFS, one first exhausts all 1-predicate queries that can
be constructed from discovered domain values, before moving for-
ward to construct and issue 2-predicate queries, etc. The main
problem of BFS arises when a large number of domain values are
strongly correlated with the scoring function used to select the top-
k tuples, because BFS with a small query budget is likely to issue
only overflowing queries. For example, consider a total order of
values for A,, and suppose that tuples with “larger” A,, receives
higher scores. Then, BFS will likely to only discover the larger
values of A,,.

3. DETERMINISTIC ALGORITHMS FOR
COUNT INTERFACES

In this section, we analyze the achievability conditions for at-
tribute domain discovery over a top-k-COUNT interface, and also
develop deterministic algorithms which guarantee the discovery of
all attribute domains when the achievability conditions are met.
The purpose of introducing deterministic algorithms is to use them
as the basis for our design of more efficient randomized algorithms
in the next section.

3.1 Discover Binary Domains

We start with a simple case where each attribute has only two
possible values, both unknown to the third-party analyzer®. An ex-

The third-party analyzer may or may not know the binary nature
of all attributes - our results apply either way.



ample of such an attribute is transmission for an auto database
which has two values, “manual” and “automatic”. While hardly
any practical database consists solely of binary attributes, the re-
sults in this subsection are illustrative when considering extensions
to handle arbitrary attribute domains, as we shall show in the next
subsection.

3.1.1 Achievability of Domain Discovery

Before devising concrete attribute domain discovery algorithms,
we first consider the problem of achievability - i.e., whether it is
at all possible for the third-party analyzer to discover all attribute
domains from the top-k interface. There are two sub-problems: (1)
whether complete attribute domain discovery is possible when the
analyzer can afford an unlimited query cost, and (2) if the first an-
swer is yes, then what is the minimum number of queries required
by a deterministic algorithm to accomplish attribute domain dis-
covery in the worst case?

Our main results, as shown by the following three theorems, can
be summarized as follows: The answer to the first question is a
lower bound on k - i.e., no algorithm without knowledge of the
scoring function can guarantee complete discovery over any hidden
database if kK = 1, while complete discovery is always possible for
any combination of database and scoring function when k > 2. For
the second question, if k& > 2, a deterministic algorithm require (at
least) Q(m?/ log m) queries to discover all attribute domains in the
worst case, where m is the number of attributes, unless k > n, in
which case SELECT * FROM D returns all tuples in the database.

THEOREM 3.1. If k = 1, then for any given binary database,
there exists a scoring function such that no algorithm can discover
the domains of all attributes.

PROOF. This impossibility proof is simple - Let the tuple re-
turned by SELECT * FROM D be ¢ = [01,...,0,]. Assign the
highest score to . One can see that no algorithm can discover any
domain value other than {01,...,0,}. [

THEOREM 3.2. For any given number of attributes m, there ex-
ists a binary database and a scoring function such that no deter-
ministic algorithm can complete attribute domain discovery with-
out incurring a worst-case query cost of Q(m?/logm), even if
k> 2.

PROOF. For the sake of simplicity, we consider the case where
m is even. The case where m is odd can be proved in analogy. We

2 .
construct a set of 2™ /4 database instances D1, . . ., D, 2,4 as fol-

lows: Each instance D; consists of 2™/%4-m,/2 tuples ¢1, . .

We consider the first 2™/2 tuples first - for these tuples (i.e., with
i € [1,2™/2),if j € [1,m/2], t:;[A;] = 0; (resp. 1;) iff the
j-th most significant bit of the binary representation of ¢ — 1 is 0
(resp. 1);if j € [m/2 + 1, m], then there is always t;[A;] = 0.
For the latter m /2 tuples, their values of A,, /2415 A, are
set such that t;[A;] = 1; iff i = 2™/% —m /24 j, and t;[A;] = 0;
otherwise. For the values of Ai,..., A, /> of these tuples, they
are set such that each database instance has a different combina-
tion of the m /2 tuples. Note that for each tuple, there are 2m/2

possible choices. Thus, we can construct (2™/2)™/2 = 9m*/4 gif-
ferent database instances. The scoring function for each instance
is designed with only one condition: each tuple which satisfies
ti[A;] = 0; for all j € [m/2 4 1,m] has a higher score than
all tuples which do not satisty this condition.

There are two important observations one can make from the
above construction when £ = 2. First, each database instance
requires a different sequence of queries to unveil all domain val-
ues. The reason for this is because the only way to unveil 1; for

. 7t27n/2+m/2-

Jj € [m/2 4 1,m] is to issue a query that contains at least m /2
predicates corresponding to the values of Ay, ..., A, 2 for tuple
Lom/2 ot io respectively. Since each database instance has a dif-
ferent combination of values for Lom 21 - Lym/2yp, /0, €ach
instance requires a different sequence of queries for complete at-
tribute domain discovery.

The second important observation is that the ability for any query

to distinguish between the 9™*/4 database instances is limited. Note
that if only the returned tuples are concerned, then almost all queries
(except those that unveil one of 1; for j € [m/2+1, m]) return the
exact same tuples when k = 2. The more powerful distinguishing
factor is COUNT. Nonetheless, the COUNT of any query has only
m/2 different answers for all database instances, because after all
these instances differ by at most m /2 tuples.

Since we focus on deterministic algorithms, it is impossible for
an algorithm to receive the same answer for all previous queries
but then issue a different query in the next step for two database
instances. Thus, in order for the algorithm to have a different se-
quence of queries for each database instance, the query cost is at

least log,,, /» 9m*/4 e, Q(m?/logm). O

Given the achievability conditions shown in the above two theo-
rems, we now show the existence of a deterministic algorithm that
is capable of discovering all attribute domains when the achiev-
ability conditions are met, and achieves a near-optimal query cost
(within a factor of log m where m is the number of attributes).

THEOREM 3.3. If k > 2, there exists a deterministic algo-
rithm which guarantees complete attribute domain discovery for

all binary databases and all scoring functions with a query cost of
O(m?).

The following deterministic algorithm, B-COUNT-DISCOVER,
serves as the proof. One can see from this theorem that for databases
with only binary domains, the problem of attribute domain discov-
ery can indeed by solved with a small query cost as long as k > 2.

3.1.2 B-COUNT-DISCOVER

B-COUNT-DISCOVER starts by issuing query ¢1: SELECT *
FROM D. Without loss of generality, let ¢ : [01, ..., 0] be a tuple
returned by ¢;. Since k > 2, there must be another tuple returned
by g1 which differs from ¢ on at least one attribute value. Again
without loss of generality, let such an attribute be A; - i.e., the ana-
lyzer learns from the answer to g; at least the following m + 1 val-
ues: {01,...,0m,11}. The objective of B-COUNT-DISCOVER
then becomes to unveil 1a,. .., 1.

To discover any of these values, say 1,,, we essentially need to
find a tuple with A,, = 1,,. Initially, the search space - i.e., the
set of possible tuple values in the database featuring A, = 1,, - is
very large. In particular, the initial space Si(1,,) is formed by all
possible value combinations for Ay, ..., Amn—1 (and A, = 1)
and thus of size 2. Our main idea of B-COUNT-DISCOVER is
to shrink the search space by leveraging COUNT information pro-
vided by the interface. In particular, we construct a series of nested
spaces S1(1m),S2(1m), . . ., each half the size of the preceding
one, while ensuring that every S;(1,,) contains at least one tuple
in the database with A,, = 1,,. Then, even in the worst-case sce-
nario, we can unveil 1,, when the search space is shrinked to size 1
- by simply issuing an (m—1)-predicate query with A1, ..., Am—1
specified according to the value left in the search space.

To understand how the nested spaces are constructed, consider
the following three queries.
g2. SELECT * FROM D WHERE A4,, = 0,,,
gs. SELECT * FROM D WHERE A; =0,
ga. SELECT * FROM D WHERE A; = 0; AND A,, = 0p,



Let C(q;) be the COUNT returned alongside query ¢;. We can
compute from the query answers C; : COUNT(A; = 0. AND
Am = 1) and Cy : COUNT(A; = 1; AND A,,, = 1,,) as

C1 = C(g3) — C(qa), (1
C2 = C(q1) — C(g2) — (C(g3) — C(qa)). )

Note that either C; or C2 (or both) must be greater than 0 if 1.,
occurs in the database. Suppose that C; > 0. We can now shrink
our search space by half to size 2™ 2 - by constructing Sz (1,,) C
S1(1,,) with only values in S1(1.,) which satisfy A; = 0;. One
can see that, since C1 > 0, at least one value in S2(1,,) appears in
the database and has A,,, = 1,,.

The shrinking process continues from here. To see how, note
that since C1 > 0, g3 either returns a tuple with A,, = 1,, or
overflows. If g3 overflows without returning 1,,, there must exist
another attribute (in A2, . .., A, —1) which has both values appear-
ing in the £ tuples returned for g3. Without loss of generality, let
the attribute be A2. We now issue the following two queries.
gs- SELECT * FROM D WHERE A; = 0; AND A, =02
gs. SELECT * FROM D WHERE A; = 0, AND A, = 0, AND
Apm = 0p,

Similar to the last step, we compute C3 : COUNT(A; = 0
AND A; = 02 AND A,, = 1,,) and Cy : COUNT(4; = 01
AND A =15 AND A,, = 1,,,) as

Cs = C(gs) — C(gs), 3)
C1=C(g3) — C(gqa) — (Clgs) — C(gs))- )

Again, at least one of C3 and C4y must be greater than 0 because
Ci1 > 0. Suppose that Cy > 0. We can then further shrink our
search space to size 2™~ by constructing S3(1,,) C S2(1,,) with
only values in S2(1,,,) which satisfies A2 = 12. Once again, at
least one value in S3(1,,) appears in the database and has A,, =
1, because Csy > 0. Note that before the next shrinking step, we
might need to issue

g7. SELECT * FROM D WHERE A; = 0; AND A, = 1,

in order to discover the complete domain of another attribute (in
As, ..., Am—1), so that we can continue the shrinking process.
Note that similar to the discovery of As’s domain from gs, this
discovery is guaranteed by g7 because it either returns a tuple with
A, = 1,, (which accomplishes our task) or overflows, in which
case at least one attribute unspecified in gz must have different val-
ues appear in the k > 2 tuples returned by g7.

One can see that eventually, we can always discover 1,, after
issuing at most 3m queries, because the search space would then
become Sy, (1) of size 1. Thus, B-COUNT-DISCOVER requires
a query cost of O(m?). This concludes the proof of Theorem 3.3.

3.2 Discover Arbitrary Domains

We now extend our results for binary domains to arbitrary do-
mains. We start by showing that the originally practical achievabil-
ity conditions for binary domains, i.e., lower bounds on k and query
cost, now become unrealistic for arbitrary domains. Then, we illus-
trate the fundamental reason for such a change which motivates our
design of randomized algorithms in the next section.

3.2.1 Achievability of Attribute Domain Discovery

For arbitrary domains, the achievability condition for attribute
domain discovery imposes a much large lower bound on &, as indi-
cated by the following theorem. Recall that |V;| is the domain size
of A»L .

THEOREM 3.4. Ifk < 1+T[~,(|Vi|—1), then no determinis-
tic algorithm can guarantee the discovery of all attribute domains
for all database instance/scoring function combinations.

PROOF. Arbitrarily pick one attribute value v; from each V;
(¢ € [1,m)]), respectively. Consider a database D formed by 1 +
[T, (JVi| = 1) tuples. T, (|Vi| — 1) of them are the Cartesian
product of V;\{v;} for all ¢ € [1,m]. The one additional tuple is
t:[vi,...,vm]. Suppose that ¢ has the lowest score. One can see
that no algorithm can discover any of vy, . . . , U, if ¢ is not returned
by SELECT * FROM D. Thus, no algorithm can guarantee com-
plete attribute domain discovery when k < 1+J]7", (|V;|—1). O

One can see from Theorem 3.4 that the binary-case result, The-
orem 3.1, is indeed a special case when |Vi| = -+ = |V},,| = 2.
Another observation from Theorem 3.4 is that the lower bound on
k has now become hardly reachable because real-world database
often features a number of attributes with large domains.

Running Example: The NSF award search database requires
k>1+T[",(JVi] = 1) = 1.93 x 10" to guarantee com-
plete attribute domain discovery.

What reinforces this impracticability result is the following the-
orem. Note that since the achievability condition on k is now
infeasible, it makes little practical sense for us to assume k >
1+TIT;—,(]Vi| — 1), as in the binary case, when deriving the lower
bound on query cost. As such, we consider the following question:
for a given value of £, is it possible for a deterministic algorithm to
use a small number of queries to discover all domain values that can
be discovered from such a top-k interface (given unlimited query
cost)? The following lower bound on k shows that the answer to
this question is also no for hidden databases with arbitrary domains.

THEOREM 3.5. For given k and m, there exists a database and
a scoring function such that no deterministic algorithm can com-
plete the discovery of all domain values that can be discovered from
the top-k COUNT interface without incurring a worst-case query
cost of

®)

m2 : |Vmax‘ : log |Vn1ax|
k -log(m - |Vamin|)

where |Vimax| and |Vmin| are the maximum and minimum values in
[Vil, ..., |Vin|, respectively.

The proof of this theorem follows in analogy to Theorem 3.2.
We do not include it due to the space limitation. One can see that
the binary-case lower bound on query cost, Theorem 3.2, is indeed
a special case of Theorem 3.5 when |V| = 2 and k& = 2. An-
other observation from Theorem 3.5 is that this arbitrary-domain
lower bound on query cost, just like the lower bound on k, is hardly
achievable in practice, especially when the hidden database con-
tains one or a few attributes (e.g., ZIP code) with large domains.

Running Example: With the setting of our NSF award search
example, m? - |Vinax| - 10g |Vinax|/ (E - log(m - |Vinin|)) =
1.06 x 10*. While the bound may differ by a constant fac-
tor, 10* is at least an order of magnitude larger than what
one would desire for attribute domain discovery (e.g., in our
experimental results).

Although the achievability conditions for both k£ and query cost
are unrealistic for arbitrary domains, in the following we still ex-
tend B-COUNT-DISCOVER to COUNT-DISCOVER, a determin-
istic algorithm that is capable of discovering all attribute domains.
Of course, the extended algorithm has to follow the achievabil-
ity conditions and therefore cannot provide meaningful worst-case
performance. Our main purpose of studying it is to identify which
part of the extension causes the significant increase on query cost.
Theorem 3.6 summarizes the query cost of COUNT-DISCOVER.



THEOREM 3.6. For an me-attribute database with k > 1 +
[T, (Vi| — 1), there exists an algorithm which requires at most

m m—i+1 . | —
) (I i (CAUAC)

i=1 j=1
queries to discover all attribute domains, where d, . .., dm is the
permutation of 1, ..., m which satisfies |Vg, | > -+ > |Vq,,|-

Running Example: With NSF award search example, the
worst-case query cost of COUNT-DISCOVER is 1.07 X
10", orders of magnitude larger than what one can afford.

Similar to the binary case, we explain the proof of this theorem
in the description of COUNT-DISCOVER. Note yet again that the
binary-case result, Theorem 3.3, is a special case of Theorem 3.6
when |V;| = 2 for all ¢ € [1, m]. Nonetheless, unlike in the binary
case where B-COUNT-DISCOVER has a query cost within a factor
of O(log m) from optimal, the query cost of COUNT-DISCOVER
is further away from the lower bound in Theorem 3.5. In particular,
observe from Theorem 3.6 the worst-case query cost of COUNT-
DISCOVER is Q(|Vy, |* + |Va,, ), a factor of O(|Va, | + |Va,, |?)
from optimal. We did not pursue to close this gap for two rea-
sons: First, since the lower bound itself is infeasible in practice,
even an optimal algorithm would not be practical anyway. Second,
our purpose of introducing COUNT-DISCOVER is not to promote
its practical usage, but to use the comparison between B-COUNT-
DISCOVER and COUNT-DISCOVER to illustrate the main obsta-
cle facing the discovery of arbitrary attribute domains, which moti-
vates our design of efficient (and thus practical) randomized algo-
rithms.

3.2.2 COUNT-DISCOVER

We now extend B-COUNT-DISCOVER to arbitrary domains,
given the condition that & > 1 + ], (]Vi| — 1). Note that this
lower bound on k guarantees that SELECT * FROM D must re-
veal the complete domain for at least one attribute, assumed to be
A, without loss of generality. In addition, it must reveal at least
one domain value for the remaining m — 1 attributes, assumed to
be 02, ...,0m,. As such, the objective of COUNT-DISCOVER is
to unveil 1, ..., (|V;]); forall i € [2, m)].

Like in the binary case, we consider the discovery of an arbitrary
attribute domain, say Vi, by constructing a series of nested spaces
that are guaranteed to contain at least one tuple in D which has its
value of A,, yet to be discovered. Consider the worst-case sce-
nario where the only value of V;,, revealed by SELECT * FROM
D is 0,,. The starting search space Si(Vi,) then has a size of
(|[Vin| — 1) - T/, " |Vi|. Since we already know the complete do-
main of A1, the next step is to find one value in V; which can be
used to construct the next nested space - which must guarantee the
appearance of at least one value in 1o, ..., (|Vi])m.

In the binary case, we only need to determine whether 0; can
be used because if it cannot, then 1; can always be used because
A1 has only these two possible values. In particular, the judgement
for 01 can be done with just two queries - WHERE A; = 0; and
WHERE A; = 0y and A,, = 0y, - because we can then infer
the COUNT of tuples that satisfy A1 = 0; and A,, = 1,,. Note
that for arbitrary domains, we can still determine whether 01 can
be used with the two exact same queries, because they now reveal
the COUNT of tuples that satisfy A1 = 0; and have their values
of Ay, yet to be discovered. Nonetheless, since the domain of A;
is much larger (than binary), we must continue testing other values
of A; if 01 cannot be used. In the worst-case scenario, we may not
be able to find the next search space until testing | V31| — 1 possible

values of A;. Thus, at this step, the query cost for arbitrary domain
becomes | V1| — 1 times as large as that for binary domain.

Let wi € Vi be the value we find and use to construct the next
nested search space. We can now construct the next nested space
S2(Vin) by only including value combinations in S (V;,,) which
satisfy A1 = wi. One can see that the size of search space now
becomes (|Vin| — 1) - []75" |V;|. COUNT-DISCOVER continues
the shrinking process in the same way as the binary case - i.e., by
issuing query ¢: SELECT * FROM D WHERE A; = w; (if it has
not already been issued). One can see that either g returns a yet-to-
be-discovered value in Vi, or it overflows, in which case we can
always find the complete domain of an attribute in Aa, ..., Ay—1
from the k tuples returned by g because k > 1+ [, (|[Vi| — 1).
As such, eventually we can always unveil one value in V,,, that has
not yet been discovered. Nonetheless, since we do not maintain
in the search space all yet-to-be-discovered value in V;,,, the entire
shrinking process may have to be repeated multiple times to unveil
the entire V,,,. Theorem 3.6 can be derived accordingly.

A key observation from the design of COUNT-DISCOVER is
that the significant increase on query cost (from the binary case)
is not because the shrinking of search spaces becomes less power-
ful - indeed, ALERT-DISCOVER still needs only m nested spaces
S1(Vin), ..., Sm(Vim) to reach size 1. The increase on query cost
is largely due to the cost of determining how to construct the next
nested space (i.e. by filtering the current one) - a task previously
accomplished by just two queries now requires many more. In the
next section, we shall show that randomizing such nested-space
construction process is our key idea for building efficient random-
ized algorithms for discovering arbitrary attribute domains.

4. RANDOMIZED ALGORITHMS FOR
COUNT INTERFACES

In the last section, we developed a query-efficient algorithm for
discovering binary domains, but found its extension to arbitrary do-
mains to be extremely inefficient. We also found the main reason
behind this obstacle to be the increased cost of determining how to
construct the nested search spaces - in particular, for a given search
space and an attribute A;, how to select a domain value v of A;
such that A; = v can be used to filter the current search space
while maintaining at least one tuple with yet-to-be-discovered do-
main value(s) in the filtered space.

Now that any deterministic construction of nested spaces is prov-
ably expensive due to the achievability conditions we derived in the
last section, our main idea in this section is to randomize nested-
space construction, so as to spend a small number of queries for
search space construction while maintaining yet-to-be-discovered
domain value(s) in the constructed space with high probability. In
the following, we first describe our randomized process of nested-
space construction and the performance (i.e., recall and coverage)
guarantee it is able to achieve, and then combine this process with
COUNT-DISCOVER to form RANDOM-COUNT-DISCOVER, our
randomized (Monte Carlo) algorithm for attribute domain discov-
ery which can unveil attribute domains (though not necessarily com-
pletely) no matter if the achievability conditions are met.

4.1 Randomize Nested-Space Construction

Recall that the main obstacle for nested-space construction is to
find a predicate A; = v that can be used to filter the current search
space. In the worst-case scenario, one may have to find m — 1 such
conditions to discover a domain value for an attribute say A; - this
occurs when the complete domains of all attributes but A; have
been discovered. For the purpose of discussing the randomization
of nested-space construction, we consider a worst-case scenario



where the complete domains of A4, ..., A,,—1 have been discov-
ered, and our objective now is to discover the domain of A,,. As a
side note - this problem is actually interesting in its own right be-
cause it captures the scenario where A,, is a textbox attribute (with
unknown domain) on the hidden database interface, while a large
number of other attributes (i.e., A1, ..., Ay —1) have domains pro-
vided by the interface (e.g., through options in drop-down menus).
‘We shall shown in the experiments section that our algorithms can
effectively discover the domain of A, in this scenario.

RANDOM-SPACE: A simple idea to randomize the construction
of nested spaces is to choose v uniformly at random from the do-
main of A;. With this idea, every round (i.e., search-space shrink-
ing process) of our RANDOM-SPACE algorithm starts with SE-
LECT * FROM D as the first query. Then, if no new domain value
of A,, is discovered from the query answer, it randomly chooses v1
from V; and then uses A; = v to filter the search space (i.e., by is-
suing query SELECT * FROM D WHERE A; = v1). More gen-
erally, if RANDOM-SPACE fails to discover a new domain value
of A, from the first b— 1 queries issued in the current round, then it
constructs the b-query by adding a conjunctive condition Ay = vp,
where vy, is chosen uniformly at random from V}, to the selection
condition of the (b — 1)-th query.

Each round of RANDOM-SPACE requires at most m queries,
and may lead to two possible outcomes: One is a new domain value
being discovered. The other is that RANDOM-SPACE reaches a
valid or underflowing query without discovering any new domain
value. Note that while this outcome never occurs for COUNT-
DISCOVER, it might occur for RANDOM-SPACE because of the
random construction of nested spaces. RANDOM-SPACE may be
executed for multiple rounds to discover more domain values.

One can see that the randomization used by RANDOM-SPACE
guarantees a positive probability for each domain value to be dis-
covered. Nonetheless, the main problem of it occurs when the dis-
tribution of tuples in the database is severally skewed - e.g., when
almost all tuples have the same values for A1, Ao, etc. In this case,
a large number of queries may be wasted on a small number of tu-
ples, rendering it unlikely for RANDOM-SPACE to unveil many
domain values.

RANDOM-COUNT-SPACE: The main problem of RANDOM-
SPACE can be solved by leveraging the COUNT information pro-
vided by the interface. In particular, RANDOM-COUNT-SPACE
constructs the nested spaces in a similar fashion to RANDOM-
SPACE, with the only exception that the value v in selection con-
dition A; = v is no longer drawn uniformly at random from V;.
Instead, RANDOM-COUNT-SPACE first retrieves the COUNT of
all |V;| possible queries that define the next search space (each cor-
responding to a different value of v). Then, it selects v in pro-
portional to its corresponding COUNT. The construction of nested
search spaces continues until either finding a new domain value or
reaching a valid query. Note that since we now leverage COUNT
information, an underflowing query will never be selected to con-
struct the next search space.

An important property of RANDOM-COUNT-SPACE is that if
we continue the search-space shrinking process until reaching a
valid query, then the valid query returns each tuple in the database
with roughly equal probability (precisely equal if £ = 1, varies at
most k times otherwise). This property explains why RANDOM-

COUNT-SPACE solves the above-mentioned problem of RANDOM-

SPACE. Nonetheless, RANDOM-COUNT-SPACE also has its own
problem. In particular, if A,, is strongly correlated with Aq, Az,
etc (e.g., A1, A2 — A, forms a functional dependency), and all
but a few tuples have the same value of A,,, then RANDOM-
COUNT-SPACE may spend too many queries retrieving tuples fea-

turing the “popular” value of A, (because the spaces it constructs
most likely follow the “popular” value combination of A; and As),
but fails to retrieve the other values. Interestingly, one can see that
RANDOM-SPACE can handle this case pretty well, motivating our
idea of mixing the two randomization approaches.

HYBRID-SPACE: We now consider a hybrid of RANDOM- and
RANDOM-COUNT-SPACE to avoid the problems of both. In par-
ticular, HYBRID-SPACE starts with RANDOM-SPACE. 1t is re-
peated executed until none of the last 71 + 1 times returns any new
domain value, where r; is a small number (e.g., 0 to 5), the setting
of which shall be discussed in the next subsection and in the exper-
iments. At this time, we switch to RANDOM-COUNT-SPACE.
One round of RANDOM-COUNT-SPACE is performed. If it
unveils a new domain value, then the entire process of HYBRID-
SPACE is restarted by going back to the beginning of RANDOM-
SPACE. If no new value is discovered, we repeat RANDOM-COUNT-
SPACE for up to r2 other rounds or until a new domain value is
discovered, whichever happens first. Similar to r1, we shall discuss
the setting of 2 in the next subsection and in the experiments. If a
new domain value is discovered, then the entire HYBRID-SPACE
is restarted. Otherwise, If 72 41 consecutive rounds of RANDOM-
COUNT-SPACE fails to return any new domain value, we termi-
nate HYBRID-SPACE. Algorithm 1 depicts the pseudocode for
HYBRID-SPACE. Note that the input parameter in the pseudocode
is designed for integration into RANDOM-COUNT-DISCOVER.

Algorithm 1 HYBRID-SPACE
1: Input parameter: qo, set to SELECT * FROM D by default

2: repeat

3: //Perform one round of RANDOM-SPACE

4 q < qo

5: while g overflows AND returns no new domain value do
6 Select A; not specified in g. Select v uniformly at ran-

dom from the discovered domain of A;
7: q < (g AND A; = v). Issue g to learn new values.
8: end while
9: until the last 1 4+ 1 rounds return no new domain value

10: repeat

11: //Perform one round of RANDOM-COUNT-SPACE

12: q < qo

13: while ¢ overflows AND returns no new domain value do

14: Select A; not specified in g. For each discovered v €
Vi, Query ¢(v) < COUNT of (¢ AND A; = v)

15: Select v with probability proportional to c(v)

16: q < (¢ AND A; = v). Issue q to learn new values.

17: end while

18: if ¢ returns a new domain value then Goto 2.

19: until the last ro + 1 rounds return no new domain value

4.2 HYBRID-SPACE Performance Guarantee

An important feature of HYBRID-SPACE is the performance
guarantee it provides independent of the underlying data distribu-
tion. To illustrate such a guarantee, we consider an example where
A, ..., Apm—1 each has a domain of size 10. Let there be k = 50,
n = 1,000,000 tuples and m = 10 attributes in the database (note
that n is readily available from the interface). Consider a parame-
ter setting of 1 = ro = 0. The following derivation shows how
HYBRID-SPACE guarantees either a coverage of 46 values or a
median recall of 500,000 tuples with only 4,036 queries.

Case 1: First consider the case where HYBRID-SPACE did not
terminate before 4,036 queries were issued. Let wg and wt be
the number of rounds RANDOM- and RANDOM-COUNT-SPACE



were performed, respectively. Since r1 = 0, the number of discov-
ered domain values is at least wg — 1. Since A1,..., A;m—1 each
has 10 domain values, an RANDOM-COUNT-SPACE shrinking
process issues at most 9(m — 1) queries. Thus, the wg + wr fin-
ished rounds consume at least 4036 — (9(m—1)—1) = 4046 —9m
queries because the final unfinished round could have issued at
most 9(m — 1) — 1 queries. As such,

c-wp +9(m —1) - wr > 4046 — 9m. (7)

where c is the average number of queries issued by a round of
RANDOM-SPACE during the execution. Since r2 = 0, ws > wr.
Thus, (¢ + 9(m — 1)) - ws > 4046 — 9m. If HYBRID-SPACE
did not discover at least 46 values, then wp < 46 and therefore
¢ > (3956/46) —9(m — 1) = 5.

A key step now is to prove that ¢ > 5 indicates an absolute
recall of at least 500, 000. This is enabled by the following theorem
which illustrates a positive correlation between the absolute recall
~ and the average query cost c (per round) of RANDOM-SPACE.

THEOREM 4.1. There is v > k - 101 with probability close
to 1 when the number of rounds is sufficiently large.

PROOF. Let there be a total of s rounds of RANDOM-SPACE
performed. Consider the i-th round (¢ € [1, s]). Let ~y; be the ab-
solute recall of discovered domain values before the round begins.
Given the discovered values, let €2; be the set of queries which may
be the second-to-last query issued by this ¢-th round. One can see
that each query in 2; must overflow and have all returned tuples
featuring the already discovered domain values. Thus, we have
~vi > k - |€;], where |Q;] is the number of queries in €;.

For each g € Q;, let p(q) and h(q) be the probability for g to
be chosen in this round of RANDOM-SPACE and the number of
predicates in v, respectively. Since each attribute in A1, ..., Ap—1
has 10 possible values, we have p(q) < 1/10™@. Thus,

k- 10"

Wzk'\QHS% ®)

Eyeo, (k-10"@) = 3~

qeEQ;

where the expected value is taken over the randomness of nested
space construction in RANDOM-SPACE.

Note that & - 27 is a convex function of z. According to Jensen’s
inequality, Eqcq, (k - 107(?) > k. 10Fec2: (@) - Also note that
for any 4, v; < ~y. Thus, k - 10Fac2: (M) < 5, <

When s, the total number of rounds of RANDOM-SPACE, is
sufficiently large, according to the central limit theorem, the proba-
bility of Eqecq, (h(q)) < c—1foreveryi € [1, s] tends to 0. Thus,
the probability of v > k - 107! tends to 1 when the number of
drill-downs is sufficiently large. [

According to the theorem, ¢ > 5 indicates an absolute recall of
atleast k - 10°~" = 500000.

Case 2: Now consider the other case where HYBRID-SPACE ter-
minates before 4,036 queries were issued. This indicates that the
last round of RANDOM-COUNT-SPACE returns no new domain
value. Let the absolute recall be ov-n. With each round of RANDOM-
COUNT-SPACE, the probability for the (1 — ) - n “unrecalled”
tuples to be retrieved is 1 — . Thus, with Bayes’ theorem, the pos-
terior probability for & < 50% given the empty discovery of the
last round of RANDOM-COUNT-SPACE is

1/2-1/2
/1 / =1/2. (9
Jopdp

That is, the median absolute recall is at least 500000. In summary

of both cases, HYBRID-SPACE either discovers at least 46 values,
or has a median absolute recall of 500000.

Pr{a < 50%|empty discovery} <

Generic Performance Guarantee: More generally, we have the
following algorithm:

THEOREM 4.2. For a query budget of d over a top-k interface,
HYBRID-SPACE achieves either an absolute coverage of mo val-
ues, or a median absolute recall of at least

3 - ro+2 1
o <kglv| +\/2(7'2+2)'n> o

A=Y VL a1 S
o= — . E |Vil.
mo~(7“1+1) rr+1 =

where
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We do not include the proof due to the space limitation. One can
see from the theorem that a suggest setting for 1 and r2 is r1 =
ro = 0, as it maximizes the lower bound derived in (10). We shall
verify this suggested setting in the experiments.

Running Example: To discover the domain of Instrument
from the NSF award search database based on pre-known
domains of award amount, Pl state, NSF organization,
and field, HYBRID-SPACE requires at most 1563 queries to
guarantee either the complete discovery of all domain val-
ues, or an absolute recall of min(4.12 x 107, n/2).

4.3 RANDOM-COUNT-DISCOVER

We now integrate HYBRID-SPACE into COUNT-DISCOVER
to produce RANDOM-COUNT-DISCOVER, our randomized (Monte
Carlo) algorithm for discovering attribute domains. RANDOM-
COUNT-DISCOVER starts with SELECT * FROM D, and uses
the domain values discovered from the returned results to bootstrap
HYBRID-SPACE. After that, RANDOM-COUNT-DISCOVER ex-
ecutes HYBRID-SPACE for multiple rounds, using the domain val-
ues discovered from previous rounds to bootstrap the next round.

In particular, at any time, RANDOM-COUNT-DISCOVER main-
tains a set of domain values that have been discovered but not used
in the current round of HYBRID-SPACE. Let it be V' C U2, V;.
Atthe start, V' is empty. After every round of HY BRID-SPACE, the
new domain values discovered are added to V. Then, in the next
round of HYBRID-SPACE, we randomly select an attribute with
domain values in V, say A; and {vj1,...,v;n} = V NVj, and
start the search-space construction process with a selection condi-
tion of A; = v where v € {vj1, ..., v;,}. We then remove v from
V. RANDOM-COUNT-DISCOVER terminates when V' is empty
or the query budget is exhausted.

Algorithm 2 RANDOM-COUNT-DISCOVER

1: go < SELECT *FROM D, V <+ ¢.

2: repeat

Execute HYBRID-SPACE(qo)

4 V' < domain values discovered by HYBRID-SPACE
S: Arbitrarily select j and v such thatv € V NV}

6: qo < SELECT * FROM D WHERE A4; = v
7.

8

: V+—V\v
: until V' = ¢ or the query budget is exhausted

S. ATTRIBUTE DOMAIN DISCOVERY FOR
ALERT INTERFACES

We now extend our results to ALERT interfaces which does not
offer COUNT. Since the information provided by an ALERT in-
terface is a proper subset of that provided by the corresponding



COUNT interface, the results in §3.2 already shows the imprac-
ticability of deterministic algorithms. Our results in this section
further shows that ALERT interfaces require an even higher lower
bound on query cost. To efficiently discover attribute domains, we
develop RANDOM-ALERT-DISCOVER, a randomized algorithm
which extends RANDOM-COUNT-DISCOVER by augmenting a
query answer returned by an ALERT interface with an approximate
COUNT estimated from historic query answers.

5.1 Achievability for Deterministic Algorithms

For ALERT interfaces, the achievability condition for £ is ex-
actly the same as the one for COUNT interfaces - which is shown
in Theorem 3.4 - as one can easily verify that the proof of Theo-
rem 3.4 does not use any COUNT returned by the interface. For the
condition on query cost, however, the lower bound is significantly
higher for ALERT interfaces, as shown by the following theorem.

THEOREM 5.1. For given k and m, there exists a database and
a scoring function such that no deterministic algorithm can com-
plete the discovery of all domain values that can be discovered
from the top-k ALERT interface without incurring a worst-case
query cost of [ 172, | |Va;|, where du, ..., dp, is the permutation
of 1,...,m which satisfies |Vg,| > -+ > |Vq,,|, and h is the
minimum value which satisfies k < 1+ [['_,(|Va,| — 1).

PROOF. We prove by induction. In particular, we start with
constructing a database instance D1, and then show that for any
b < [Ii%,411Va,l, if a deterministic algorithm uses exactly b
queries q1, . . ., gy to discover all attribute domains from D, then
there must exist another database instance Dy which (1) provides
the exact same query answers for qi,...,gy—1, such that the de-
terministic algorithm will always issue g next, and (2) ensures that
q, - - -, qp cannot discover all attribute domains. One can see that if
this is proved, then any deterministic algorithm which discovers all
attribute domains must has a query cost of at least [, , ; [Va, |-

We construct Dy with 1+&-T[\", . | [Va, | tuples ¢4, ..
in the following manner. First, for each Ag, (i € [1,h]), we ar-
bitrarily choose a domain value v; € Ag,. Then, For each value
combination of Vg, IREREEY V4,,., we include £ other tuples with
Adypiys- -5 Ad,, defined by the value combination and Aa; # v,
forall i € [1, h]. It is always possible to find such k tuples because
of our assumption that k < 1+ [, (|V4;| — 1). The one addi-
tional tuple in D; is ¢ which satisfies Ay, = vgq, for all ¢ € [1, h]
and has an arbitrary value combination for Ag,, ,, ..., Aa,,. The
scoring function is designed such that ¢ has the lowest score.

Note that the deterministic algorithm must unveil ¢ with the first
b queries. Without loss of generality, we assume that the b-th query
returns t. An important observation here is that ¢ can only be un-
veiled by a query which has no predicate for Aq,, ..., Aq, (be-
cause v1, ..., vy could not have been discovered before ¢ is un-
veiled) and one predicate for each of Ag,, ..., Aq,, (because of
k). 1t b < [T, 1, |Va,|, there must exist at least one value combi-
nation of Ag,, ,,,- -, Ad,, which has not yet been (fully) specified
by any issued query. We then construct Do by changing the val-
ues of Agp, 1, -, Ad,, oft to this not-yet-specified combination.
One can see that the answers of g1, . .., go—1 over D2 is exactly the
same as D;. Nonetheless, ¢, no longer returns ¢, mandating a query
cost of at least b + 1 for attribute domain discovery over Da. [

Sy lom—1

Running Example: With the NSF award search example, the
lower bound on worst-case query cost over a top-50 ALERT
interface is 9.40 x 10*%, orders of magnitude larger than even
the upper bound for COUNT interface.

THEOREM 5.2. For given k and m-attribute, there exists an
algorithm which requires at most h — 1 + H?:_II |Va,| queries
to discover the domains of at least h (out of the m) attributes,
where di, . ..,dm is the permutation of 1, ..., m which satisfies
Vi | 2 -+ 2 [Va, |-

The following description of ALERT-DISCOVER serves as the
proof for this theorem.

5.1.1 ALERT-DISCOVER

The deterministic COUNT-DISCOVER is capable of shrinking
the search space significantly at each step because it can infer the
COUNT of a domain value yet to be discovered from COUNTs
returned by other queries. ALERT interfaces do not provide such
luxury. In particular, for the discovery of V,,,, there is no direct way
to check whether an unknown domain value in V,,, occurs in tuples
satisfying an overflowing query such as g3: SELECT * FROM D
WHERE A; = 04, unless g3 returns the domain value in its top-k
result.

Despite of the lack of COUNT information, we can still shrink
the search space with an ALERT interface, though the shrinking
may not be as significant as in COUNT-DISCOVER. For example,
if the above-mentioned g3 turns out to be valid or underflowing
without returning any unknown domain value in V;,,, we can safely
remove from the search space S1(V;y,) all values which satisfy g3 -
areduction of size [/ " |Vi| - while still ensuring that the reduced
search space contains at least one tuple in the database which has
an unknown value of V.

ALERT-DISCOVER, our deterministic algorithm for ALERT in-
terfaces, exactly follows this strategy to construct a series of nested
spaces S1(Vin), S2(Vin), .. ., for the discovery of V,,,. To decide
which query to issue next, ALERT-DISCOVER uses the following
simple rule: Suppose that the complete domains of h attributes have
been discovered, say A1, ..., Ap without loss of generality (note
that A = 1 at the start of the algorithm). The next query ALERT-
DISCOVER issues is an h-predicate query with one conjunctive
condition for each attribute A; (i € [1, h]). The value v; specified
for A; in the query is determined as follows: First, the value com-
bination (v1, . . . , vx) must lead to a query that cannot be answered
based solely upon the historic query answers - i.e., no previously
issued query is formed by a subset of A1 = v1,..., Ap = vy and
returns valid or underflow. Within the value combinations which
satisfy this condition, we select the highest-ordered one according
to an arbitrary global order. The above process is repeated until all
domains are discovered.

To understand how such a query-issuing plan leads to the shrink-
ing of nested search spaces, consider the three possible outcomes
of an above-constructed query q - underflow, valid, or overflow. If ¢
underflows or is valid, then we can construct the next search space
by removing from the current one all value combinations that sat-
isfy g - a reduction of size H:l;irl |Vi| where h is the number of
predicates in g. On the other hand, if ¢ overflows, then we can
always discover the complete domain of at least one additional at-
tribute because £ > 1 + []"_,(|Vi| — 1). One can see that if
ALERT-DISCOVER has issued at least m queries with the sec-
ond outcome, then it must have discovered the domains for all m
attributes. The first outcome, on the other hand, guarantees the re-
duction of search space. Theorem 5.2 follows accordingly.

5.2  RANDOM-ALERT-DISCOVER

A simple approach to enable aggregate estimation is to directly
integrate RANDOM-COUNT-DISCOVER with HD-UNBIASED-
AGG, the existing aggregate estimator for hidden databases [8]. In-

tuitively, since RANDOM-COUNT-DISCOVER starts with RANDOM-



SPACE, one can use queries answers received by RANDOM-SPACE
to estimate each COUNT value required by the subsequent ex-
ecution of RANDOM-COUNT-SPACE. The estimations will be-
come more accurate over time after more queries are issued by
RANDOM-SPACE or RANDOM-COUNT-SPACE).

Nonetheless, such a direct integration has a key problem: The ex-
isting HD-UNBIASED-AGG can only generate a COUNT estima-
tion from a valid query answer. Most queries issued by RANDOM-
COUNT-SPACE, however, are likely to overflow as the shrinking
of search space only continues (i.e., with “narrower”, and possibly
valid, queries being issued) if no new domain value can be dis-
covered from the previously issued overflowing queries - an un-
likely event especially at the beginning of RANDOM-COUNT-
DISCOVER. As a result, the integration with HD-UNBIASED-
AGG faces a dilemma: either uses only a few valid queries and
suffers a high estimation variance, or issues a large number of ex-
tra queries to “narrow down” the queries issued by RANDOM-
COUNT-SPACE (by adding conjunctive conditions to the queries)
to valid ones. Either way, the large number of overflowing queries
issued by RANDOM-COUNT-SPACE would be wasted.

To address this problem, we propose a step-by-step estimation
process which can generate COUNT estimations based the the re-
sults of all historic queries, including the overflowing ones. For
the ease of understanding, we consider an example of estimating
SELECT COUNT(*) FROM D WHERE A; = w1, denoted by
COUNT (v1). Handling of other COUNT queries immediately fol-
lows. Consider one round of RANDOM-SPACE or RANDOM-
COUNT-SPACE during which b queries g1, . . ., g, are issued in or-
der. Recall that ¢; is SELECT * FROM D. g, may be overflowing,
valid or underflowing. Without loss of generality, let A,..., A;—1
be the attributes involved in the selection conditions of ¢; (i €
[2, b]). Let p; be the transition probability from g; to g;41 - i.e., the
probability for g;41 to be selected (out of all possible values of A;)
after g; is issued. For example, p; = 1/|V;| for RANDOM-SPACE,
and may differ (based on the currently estimated COUNTS) for
RANDOM-COUNT-SPACE. We estimate COUNT (v1) from all b
queries with the following two steps:

e We first choose i.i.d. uniformly at random v; € V; for each
i € [b,m — 1], and then construct and issue a (conjunctive)
query gr formed by appending conditions (A, = v,) AND
-+ AND (Am—1 = Um—1) O ge.

e We then return the following estimation of COUNT (v ):

b Svl (61) ) Svl (BF) : ;‘n:b |VJ|
w = E 2 12
< [T,=ips i I (42

i=1 j=1 Dj j=1 Dj

where i = {t|t € ¢i,t & (U~ Uqi—1)}, Br = {t|t €
gr,t & (1 U---Ugqe)}, and Sy, (+) stands for the result of
applying COUNT (v1) over a set of tuples. Note that here g;
stands for the set of tuples returned by query ¢;. We assume
[1,-ip; =1 wheni=1,and S, (¢) = 0.

One can see that each query in q1,...,qy contributes an ad-
ditive component to the final estimation w - e.g., ¢; contributes
Sv, (Bi)/ H;;ll pj, which is essentially an estimated COUNT of
tuples that sastify A; = v1, can be returned by a query with predi-
cateson Ay, ..., A;, but cannot be returned by a query with pred-
icates only on Ay, ..., A;_1. This is why we call the idea “step-
by-step estimation”. In terms of query cost, step-by-step estima-
tion reuses all queries issued by RANDOM-SPACE or RANDOM-
COUNT-SPACE. In addition, it issues at most one additional query
gr per round (of search-space shrinking). It is easy to verify that
the proof of unbiasedness for HD-UNBIASED-AGG [8] remains
valid with step-by-step estimation.

6. EXPERIMENTAL RESULTS
6.1 Experimental Setup

1) Hardware and Platform: All our experiments were performed
on a 2.6GHz Intel Core 2 Duo machine with 2GB RAM and Win-
dows XP OS. All algorithms were implemented in C++.

2) Dataset: We conducted our experiments on two real-world
datasets. One is the NSF award search database which has been
used as a running example throughout the paper. We tested our al-
gorithms over the real-world web interface of NSF award search by
issuing queries through the “search all fields” option of NSF award

search, available at http.//www.nsf.gov/awardsearch/tab.do ?dispatch=4.

Since this interface uses HTTP GET to specity query selection con-
ditions, we issue search queries through the interface by appending
search conditions to the URL. Since NSF award search returns up to
50 awards on a returned page, we set k& = 50, but also tested cases
where k varies from 10 to 40 by truncating the returned results.
As mentioned in §2.1, NSF award search is an ALERT interface.
We conducted experiments with all 9 attributes listed in §2.1, with
objective being the discovery of domain values for these attributes.

While experiments over the NSF award search database demon-
strates the practical impact of our approach, to more thoroughly
evaluate its effectiveness we need access to certain ground truth,
e.g., the total number of tuples in the database or the total number
of domain values to be discovered, which we do not have over NSF
award search. Thus, we also conducted experiments over a local
hidden database built from a Texas inpatient discharge dataset pub-
lished by the Texas Department of Health [22]. There are 707,735
tuples and 260 attributes. We used all tuples but randomly chose
23 attributes with domain size ranging from 2 to 19028, in order to
better simulate the number of attributes commonly available from a
hidden database. We constructed the top-k interface with £ = 100
and a random scoring function, but also tested cases where k varies
from 100 to 400. We considered both COUNT and ALERT inter-
faces for this database.

3) Algorithms: We tested seven algorithms: the crawling-based
DFS and BFS (as baseline), our main algorithms RANDOM-COUNT-
SPACE and RANDOM-ALERT-SPACE, a main component of them
HYBRID-SPACE, as well as stand-alone RANDOM-SPACE and
RANDOM-COUNT-SPACE. The only parameters required are 1
and r2 for HYBRID-SPACE, which is in turn used by RANDOM-
COUNT-SPACE and RANDOM-ALERT-SPACE. We setr1 = 13 =
0 by default but also tested other values which justified our default
settings. To test HYBRID-SPACE and the standalone RANDOM-
and RANDOM-COUNT-SPACE, we considered the case where all
attribute domains except the largest one have been completely dis-
covered, and set the goal to be the discovery of the largest domain
with 19028 values.

3) Performance Measures: For query cost, we focused on the
number of queries issued through the web interface of the hidden
database. For estimation accuracy, we tested both measures dis-
cussed in §2.2: absolute recall and coverage. For the local hidden
database, we also tested the relative recall, i.e., absolute recall di-
vided by the total number of tuples in the database, and relative
coverage, i.e., absolute coverage for an attribute domain divided by
its domain size (ground truths that we only have access to over the
local database), to provide an intuitive demonstrate of the effective-
ness of our algorithms.

6.2 Experimental Results

We compared the performance of RANDOM-ALERT-DISCOVER,
DFES and BFS over the NSF award search database when no at-
tribute domain is pre-known. Figures 1 and 2 depict the change
of recall and coverage with query cost, respectively. Note that in
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Figure 2, we present both the coverage for attribute Program Man-
ager and the SUM of coverage for all attributes. One can see from
the figures that RANDOM-ALERT-DISCOVER provides a signif-
icantly higher recall and coverage than both baseline algorithms.

We also tested the NSF award search database with varying &,
the only parameter we can control over its interface. Figures 3 and
4 depict the change of recall with k£ when 100 queries were issued.
One can see that as suggested by intuition, the larger & is, the more
recall all three algorithms will achieve. In addition, RANDOM-
ALERT-DISCOVER significantly outperforms DFS and BFS for
all settings of k.

To provide a more thorough evaluation of the algorithms, we
turned our attention to the local hidden database. We compared
the tradeoff between recall and query cost for RANDOM-COUNT-
DISCOVER, DFS and BFS. The results are shown in Figure 5. We
also compared the performance of RANDOM-COUNT-DISCOVER
with RANDOM-ALERT-DISCOVER, with results shown in Fig-
ure 6. One can see that RANDOM-COUNT-DISCOVER signifi-
cantly outperforms DFS and BES, while the difference between re-
call of RANDOM-COUNT-DISCOVER and RANDOM-ALERT-
DISCOVER is not significant.

An interesting (and somewhat counter-intuitive) observation here
is that when the query cost is small (e.g., 100), RANDOM-ALERT-
DISCOVER even outperforms RANDOM-COUNT-DISCOVER.
This is because RANDOM-ALERT-DISCOVER leverages previ-
ously issued queries estimate the COUNT of each discovered do-
main value (to decide which to use in the shrinking of search space),
instead of actually querying the COUNTSs as in RANDOM-COUNT-
DISCOVER. This leads to a significant saving of query cost in the
beginning. But when more queries are issued, many of the saved
queries may be (randomly) selected for shrinking search space and
issued anyway. As such, the advantage provided by precise COUNTs
becomes more evident and helps increase the recall.

To further demonstrate the coverage achieved by RANDOM-
COUNT-DISCOVER, we evaluated the relative coverage for all at-
tributes and present in Figure 7 the four attributes with the minimum
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(i.e., worst) relative coverage when 100, 500 and 1000 queries have
been issued. One can see that even for these worst-case attributes,
RANDOM-COUNT-DISCOVER can still unveil more than half of
the domain values for every attribute with a query cost of only
1000. In addition, RANDOM-COUNT-DISCOVER outperforms
both DFS and BFS on all four attributes.

Since HYBRID-SPACE is the key component of both RANDOM-
COUNT-DISCOVER and RANDOM-ALERT-DISCOVER, we com-
pared experiments on HYBRID-SPACE alone with the aforemen-
tioned experimental setup to justify our design of mixing RANDOM-
SPACE with RANDOM-COUNT-SPACE. In particular, we com-
pared the performance of HYBRID-SPACE, DFS, BFS, as well
as RANDOM-SPACE and RANDOM-COUNT-SPACE. Figures 8
and 9 depict the absolute coverage and recall achieved by all 5 al-
gorithms, respectively. One can see that HYBRID-SPACE signifi-
cantly outperforms all other approaches on both measures.

We also tested the five algorithms with varying database size n.
Figures 10 and 11 depict the relative recall and absolute coverage
for a query cost of 100, respectively. Note that while the relative
recall naturally decreases for a larger database, the absolute cov-
erage actually increases. Also, our approach consistently outper-
forms the others over all database sizes, again justifying the mixing
of RANDOM- and RANDOM-COUNT-SPACE.

We also studied how the parameters r; and r2 of HYBRID-
SPACE affects its performance. Figure 12 shows the change of
absolute recall when r; and 72 varies from O to 4 (absolute cov-
erage shows a similar trend). One can see that while 72 does not
appear to have a significant impact on the completeness of attribute
domain discovery, 71 should be set as small as possible - justifying
our default setting of r1 = 0.

7. RELATED WORK

Information Integration and Extraction for Hidden databases:
A significant body of research has been done on information in-
tegration and extraction over deep web data sources such as hid-
den databases - see tutorials in [6, 11]. Nonetheless, to the best of
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our knowledge, the only prior work which directly tackles the at-
tribute domain discovery problem is [20]. In particular, it proposes
a crawling-based technique, the disadvantage of which has been ex-
tensively discussed in §2.3. Much other work though is related but
orthogonal to attribute domain discovery. Since there is no space
to enumerate all related papers, we only list a few examples closely
related to this paper. Parsing and understanding web query inter-
faces has been extensively studied (e.g., [12,23]). The mapping of
attributes across different web interfaces has also been addressed
(e.g., [15]). Also related is the work on integrating query interfaces
for multiple web databases in the same topic-area (e.g., [13, 14]).
Our paper provides results orthogonal to these existing techniques
as it represents the first formal study on attribute domain discovery
over hidden databases.

Data Analytics over Hidden Databases: There has been prior
work on crawling, sampling, and aggregate estimation over the hid-
den web, specifically over text [2, 3] and structured [20] hidden
databases and search engines [1, 19, 21]. In particular, sampling-
based methods were used for generating content summaries [5, 16,
17], processing top-k queries [4], etc. Prior work (see [8] and refer-
ences therein) considered sampling and aggregate estimation over
structured hidden databases. A key difference between these tech-
niques and this paper is that the prior techniques assume full knowl-
edge of all attribute domains, while this paper aims to integrate
domain discovery with aggregate estimation. As we demonstrated
in §6, our integrated approach significantly outperforms the direct
application of previous techniques [8] after domain discovery.

8. CONCLUSION

In this paper we have initiated a formal study of the discovery of
attribute domains through the web interface of a hidden database.
We investigated the achievability of deterministic algorithms for
both COUNT and ALERT interfaces, and proposed query-efficient
randomized algorithms for attribute domain discovery based on the
idea of constructing nested search spaces. We provided theoret-
ical analysis and extensive experimental studies over real-world
datasets to illustrate the effectiveness of our approach.
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